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Forty-seven states, the District of Columbia, Guam, Puerto Rico and the Virgin Islands have enacted legislation
requiring private, governmental or educational entities to notify individuals of security breaches of information involving

personally identifiable information.

Security breach laws typically have provisions regarding who must comply with the law (e.g., businesses, data/
information brokers, government entities, etc); definitions of “personal information” (e.g., name combined with SSN,
drivers license or state ID, account numbers, etc.); what constitutes a breach (e.g., unauthorized acquisition of data);
requirements for notice (e.g., timing or method of notice, who must be notified); and exemptions (e.g., for encrypted

information).

State

Alaska

Arizona
Arkansas
California
Colorado
Connecticut
Delaware
Florida
Georgia
Hawaii
Idaho
lllinois
Indiana

lowa

Kansas

Kentucky

Louisiana

Maine

Maryland

Massachusetts

Citation

Alaska Stat. § 45.48.010 et seq.

Ariz. Rev. Stat. § 44-7501

Ark. Code § 4-110-101 et seq.

Cal. Civ. Code §§ 1798.29, 1798.80 et seq.
Colo. Rev. Stat. § 6-1-716

Conn. Gen Stat. § 36a-701b, 2015 S.B. 949, Public Act 15-142
Del. Code tit. 6, § 12B-101 et seq.

Fla. Stat. §§ 501.171, 282.0041, 282.318(2)(i)
Ga. Code §§ 10-1-910, -911, -912; § 46-5-214
Haw. Rev. Stat. § 487N-1 ef seq.

Idaho Stat. §§ 28-51-104 to -107

815 ILCS §§ 530/1 to 530/25

Ind. Code §§ 4-1-11 et seq., 24-4.9 et seq.
lowa Code §§ 715C.1, 715C.2

Kan. Stat. § 50-7a01 et seq.

KRS § 365.732, KRS §§ 61.931 to 61.934

La. Rev. Stat. §§ 51:3071 ef seq., 40:1300.111 to .116

Me. Rev. Stat. tit. 10 § 1347 et seq.

Md. Code Com. Law §§ 14-3501 et seq., Md. State Govt. Code §§ 10-1301 to -1308

Mass. Gen. Laws & 93H-1 et seaq.
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http://www.legis.state.ak.us/basis/folioproxy.asp?url=http://wwwjnu01.legis.state.ak.us/cgi-bin/folioisa.dll/stattx09/query=[JUMP:%27AS4548010%27]/doc/{@1}?firsthit
http://www.azleg.state.az.us/FormatDocument.asp?inDoc=/ars/44/07501.htm&Title=44
http://www.lexis-nexis.com/hottopics/arcode/
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=civ&group=01001-02000&file=1798.25-1798.29
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=civ&group=01001-02000&file=1798.80-1798.84
http://www.lexisnexis.com/hottopics/colorado/
http://www.cga.ct.gov/current/pub/chap_669.htm#sec_36a-701b
https://www.cga.ct.gov/2015/ACT/PA/2015PA-00142-R00SB-00949-PA.htm
http://delcode.delaware.gov/title6/c012b/index.shtml
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0500-0599/0501/Sections/0501.171.html
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0200-0299/0282/Sections/0282.0041.html
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0200-0299/0282/Sections/0282.318.html
http://www.lexis-nexis.com/hottopics/gacode/Default.asp
http://www.capitol.hawaii.gov/hrscurrent/Vol11_Ch0476-0490/HRS0487N/HRS_0487N-0001.htm
http://www.legislature.idaho.gov/idstat/Title28/T28CH51.htm
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=2702&ChapAct=815%C2%A0ILCS%C2%A0530/&ChapterID=67&ChapterName=BUSINESS+TRANSACTIONS&ActName=Personal+Information+Protection+Act.
http://www.in.gov/legislative/ic/code/title4/ar1/ch11.html
http://www.in.gov/legislative/ic/code/title4/ar1/ch11.html
http://www.in.gov/legislative/ic/code/title24/ar4.9/
https://www.legis.iowa.gov/publications/search/document?fq=id:599063&pdid=601565&q=attorney%20general%20breach#715C.2
http://www.kslegislature.org/li/b2013_14/statute/050_000_0000_chapter/050_007a_0000_article/
http://www.lrc.ky.gov/Statutes/statute.aspx?id=43326
http://www.lrc.ky.gov/Statutes/statute.aspx?id=43575
http://www.lrc.ky.gov/Statutes/statute.aspx?id=43575
http://www.legis.state.la.us/lss/lss.asp?doc=322030
http://www.legis.la.gov/legis/Law.aspx?d=97303
http://janus.state.me.us/legis/statutes/10/title10ch210-Bsec0.html
http://www.lexisnexis.com/hottopics/mdcode/
http://www.mass.gov/legis/laws/mgl/93h-1.htm
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Michigan
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Mich. Comp. Laws §§ 445.63, 445.72

Minn. Stat. §§ 325E.61, 325E.64

Miss. Code § 75-24-29

Mo. Rev. Stat. § 407.1500

Mont. Code §s 2-6-1501 to -1503, 30-14-1701 et seq., 33-19-321
Neb. Rev. Stat. §§ 87-801, -802, -803, -804, -805, -806, -807
Nev. Rev. Stat. §§ 603A.010 et seq., 242.183

N.H. Rev. Stat. §§ 359-C:19, -C:20, -C:21; 189:66

N.J. Stat. § 56:8-161, -163

N.Y. Gen. Bus. Law § 899-aa, N.Y. State Tech. Law 208

N.C. Gen. Stat §§ 75-61, 75-65

N.D. Cent. Code §§ 51-30-01 et seq., 51-59-34(4)(d)

Ohio Rev. Code §§ 1347.12, 1349.19, 1349.191, 1349.192
Okla. Stat. §§ 74-3113.1, 24-161 to -166

Oregon Rev. Stat. § 646A.600 to .628, 2015 S.B. 601, Chap. 357
73 Pa. Stat. § 2301 et seq.

R.l. Gen. Laws § 11-49.2-1 et seq., 2015 S.B. 134, Public Law 2015-138, 2015 H.B.
5220, Public Law 2015-148

S.C. Code § 39-1-90, 2013 H.B. 3248
Tenn. Code § 47-18-2107; § 8-4-119 (2015 S.B. 416, Chap. 42)

Tex. Bus. & Com. Code §§ 521.002, 521.053; Tex. Ed. Code § 37.007(b)(5); Tex.
Pen. Code § 33.02

Utah Code §§ 13-44-101 et seq.; § 53A-13-301(6)

Vt. Stat. tit. 9 § 2430, 2435

Va. Code § 18.2-186.6, § 32.1-127.1:05, § 22.1-20.2
Wash. Rev. Code § 19.255.010, 42.56.590, 2015 H.B. 1078

W.V. Code §§ 46A-2A-101 et seq.
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http://www.mass.gov/legis/laws/mgl/93h-1.htm
http://legislature.mi.gov/doc.aspx?mcl-445-63
http://legislature.mi.gov/doc.aspx?mcl-445-72
https://www.revisor.mn.gov/statutes/?id=325E.61
https://www.revisor.mn.gov/statutes/?id=325E.64
http://www.lexisnexis.com/hottopics/mscode/
http://www.moga.mo.gov/statutes/C400-499/4070001500.HTM
http://leg.mt.gov/bills/mca_toc/2_6_15.htm
http://leg.mt.gov/bills/mca/30/14/30-14-1704.htm
http://leg.mt.gov/bills/mca/33/19/33-19-321.htm
http://nebraskalegislature.gov/laws/statutes.php?statute=87-801
http://nebraskalegislature.gov/laws/statutes.php?statute=87-802
http://nebraskalegislature.gov/laws/statutes.php?statute=87-803
http://nebraskalegislature.gov/laws/statutes.php?statute=87-804
http://nebraskalegislature.gov/laws/statutes.php?statute=87-805
http://nebraskalegislature.gov/laws/statutes.php?statute=87-806
http://nebraskalegislature.gov/laws/statutes.php?statute=87-807
http://www.leg.state.nv.us/NRS/NRS-603A.html
http://www.leg.state.nv.us/NRS/NRS-242.html#NRS242Sec183
http://www.gencourt.state.nh.us/rsa/html/XXXI/359-C/359-C-19.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/359-C/359-C-20.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/359-C/359-C-21.htm
http://www.gencourt.state.nh.us/rsa/html/XV/189/189-66.htm
http://lis.njleg.state.nj.us/cgi-bin/om_isapi.dll?clientID=597227&depth=2&expandheadings=off&headingswithhits=on&infobase=statutes.nfo&softpage=TOC_Frame_Pg42
http://public.leginfo.state.ny.us/LAWSSEAF.cgi?QUERYTYPE=LAWS+&QUERYDATA=@SLGBS0A39-F+&LIST=LAW+&BROWSER=BROWSER+&TOKEN=22062872+&TARGET=VIEW
http://public.leginfo.state.ny.us/LAWSSEAF.cgi?QUERYTYPE=LAWS+&QUERYDATA=$$STT208$$@TXSTT0208+&LIST=LAW+&BROWSER=BROWSER+&TOKEN=37479598+&TARGET=VIEW
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/BySection/Chapter_75/GS_75-61.html
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/BySection/Chapter_75/GS_75-65.html
http://www.legis.nd.gov/cencode/t51c30.pdf
http://www.legis.nd.gov/cencode/t54c59.pdf?20151022172303
http://codes.ohio.gov/orc/1347.12
http://codes.ohio.gov/orc/1349.19
http://codes.ohio.gov/orc/1349.191
http://codes.ohio.gov/orc/1349.192
http://webserver1.lsb.state.ok.us/OK_Statutes/CompleteTitles/os74.rtf
http://webserver1.lsb.state.ok.us/OK_Statutes/CompleteTitles/os24.rtf
https://www.oregonlegislature.gov/bills_laws/lawsstatutes/2013ors646A.html
https://www.oregonlegislature.gov/bills_laws/lawsstatutes/2015orLaw0357.pdf
http://government.westlaw.com/linkedslice/default.asp?li={998C8FAC-D5F0-4171-99BB-3E93F0AB5F23}&RS=GVT1.0&VR=2.0&SP=pac-1000
http://www.rilin.state.ri.us/Statutes/TITLE11/11-49.2/INDEX.HTM
http://webserver.rilin.state.ri.us/PublicLaws/law15/law15138.htm
http://webserver.rilin.state.ri.us/PublicLaws/law15/law15148.htm
http://www.scstatehouse.gov/code/t39c001.php
http://www.scstatehouse.gov/sess120_2013-2014/bills/3248.htm
http://www.michie.com/tennessee/lpext.dll?f=templates&fn=main-h.htm&cp=tncode
http://www.tn.gov/sos/acts/109/pub/pc0042.pdf
http://www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm#521.002
http://www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm#521.053
http://www.statutes.legis.state.tx.us/Docs/ED/htm/ED.37.htm#37.007
http://www.statutes.legis.state.tx.us/Docs/PE/htm/PE.33.htm#33.02
http://le.utah.gov/xcode/Title13/Chapter44/13-44.html?v=C13-44_1800010118000101
http://le.utah.gov/xcode/Title53A/Chapter13/53A-13-S301.html?v=C53A-13-S301_2015051220150512
http://www.leg.state.vt.us/statutes/sections.cfm?Title=09&Chapter=062
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+18.2-186.6
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+32.1-127.1C05
http://law.lis.virginia.gov/vacode/22.1-20.2/
http://apps.leg.wa.gov/RCW/default.aspx?cite=19.255.010
http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56.590
http://www.legis.state.wv.us/WVCODE/Code.cfm?chap=46a&art=2A#2A
http://www.legis.state.wi.us/statutes/Stat0134.pdf
http://www.ncsl.org/Portals/_default/Skins/NcslSkins/#
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Wyoming Wyo. Stat. § 40-12-501 et seq.

District of Columbia D.C. Code § 28- 3851 et seq.

Guam 9 GCA § 48-10 et seq.

Puerto Rico 10 Laws of Puerto Rico § 4051 et seq.
Virgin Islands V.I. Code tit. 14, § 2208

States with no security breach law: Alabama, New Mexico, and South Dakota.

Additional Resources

= Consumer report security freeze laws

= Data disposal laws

= Security Breach homepage

= Security breach overview (including links to 2010-2015 legislation)
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http://www.ncsl.org/meetings-training.aspx
http://www.ncsl.org/legislators-staff/legislative-staff/jobs-clearinghouse-service.aspx
http://www.legislativecareers.org/
http://www.ncsl.org/aboutus/ncslservice/ncsl-staff-directories-and-online-requests.aspx
http://www.ncsl.org/aboutus/ncslservice/staff-directory-search-form.aspx
http://www.ncsl.org/aboutus/ncslservice/stateconnect-directory.aspx
http://www.ncsl.org/aboutus/ncslservice/bill-information-services-overview.aspx
http://www.ncsl.org/aboutus/ncslservice/state-legislative-websites-directory.aspx
http://www.ncsl.org/bookstore.aspx
http://www.ncsl.org/bookstore.aspx
tel:18006592656
http://www.ncsl.org/aboutus/ncslservice/ncsl-accessibility-help.aspx
http://www.ncsl.org/aboutus/ncslservice/ncsl-accessibility-policy.aspx
http://www.ncsl.org/meetings-training/ncsl-meetings-calendar.aspx
http://comm.ncsl.org/NCSLMeetings.aspx
http://www.ncsl.org/press-room.aspx
http://www.ncsl.org/press-room.aspx
http://www.ncsl.org/press-room.aspx
tel:3033647700
tel:2026245400
http://www.legis.state.wi.us/statutes/Stat0134.pdf
http://legisweb.state.wy.us/NXT/gateway.dll/2015%20Wyoming%20Statutes/Wyoming12/2057/2069/2074?f=templates&fn=default.htm&vid=
http://www.lexisnexis.com/hottopics/dccode/
http://www.guamcourts.org/Gca/09gca/9gc048.pdf#xml=http://www.guamcourts.org/JusticeDocs/dtSearch/dtisapi6.dll?cmd=getpdfhits&u=ffe578&DocId=261&Index=%2a3a0cf83a1ed82f9be09ad8dd60f79366&HitCount=9&hits=3d+3e+3f+366+367+368+512+513+514+&SearchForm=D%3a%5cInetpub%5cwwwroot%5cJusticeDocs%5cindex%5fform%2ehtml&.pdf
http://www.michie.com/puertorico/lpext.dll?f=templates&fn=main-h.htm&cp=prcode
http://www.michie.com/virginislands/lpext.dll?f=templates&fn=main-h.htm&cp=vicode
http://www.ncsl.org/default.aspx?tabid=12475
http://www.ncsl.org/default.aspx?tabid=21075
http://www.ncsl.org/Default.aspx?TabId=13481
http://www.ncsl.org/Default.aspx?TabId=13481

