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Cyber Liability Claims



|  2
© 2017 USI Affinity. All rights reserved.

Agenda

• Cyber Liability Exposures For Law Firms

• Cyber Risk Management Tips

• Cyber Liability Insurance
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Cyber Exposures For Law Firms
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Cyber Exposures – Law Firms Are 
Prime Targets

• Rich Collection of Data

• Sensitive Information

• Bank Information

• PII

• Poor Safeguards

• Lack of internal training and 

controls

• Lack of IT resources

• Wireless access

• Vendor Management

• Lost of stolen devices

• Internal Exposures

• Rogue employees

• Careless staff

• External Exposures

• Business associates, vendors 

and suppliers

• Organized crime

• Hackers



|  5
© 2017 USI Affinity. All rights reserved.

Source: U.S. Securities and Exchange Commission, “The Need for Greater Focus on the Cybersecurity Challenges Facing Small and 
Midsize Businesses,”  2015.

Why Are Small and Midsize Businesses 
Targeted?

• Small and midsize businesses (SMBs) are the principal 
target of cybercrime. 
• Based on one study, 60 percent of all targeted cyberattacks last 

year struck SMBs.

• SMBs are easier targets than larger organizations.

• Many SMBs lack sufficient resources and in-house 
expertise to address cyberattacks.

• It has been estimated that half of the small businesses 
that suffer a cyberattack go out of business within six 
months as a result. 
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Obligation to Monitor For a Data 
Breach

System Monitoring Activities

https://www.varonis.com/blog/data-breach-response-times/

Breach Detection
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Stopping the Breach and 

Restoring Systems

Source - Ponemon Institute Cost of a Data Breach Study 2019
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Cyber Exposure and the 
Need for Insurance
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Cyber Exposures – Cyber Loss

• Loss or damage to 
data/information

• Loss of revenue due to a 
computer attack

• Extra expense to 
recover/respond to a 
computer attack

• Legal liability to others for 
computer security breaches

• Legal liability to others for 
privacy breaches (not just 
computers!)

• Regulatory actions and 
scrutiny

• Loss or damage to 
reputation

• Cyber-extortion

• Cyber-terrorism

• Management time 
expended on breach 
response
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Cyber Exposures – How a Law Firm can 
Protect itself

• Back-ups

• Document Retention 

Policy

• Penetration Testing

• Anti-virus and Patching

• Intrusion Prevention and 

Detection

• Vendor Risk Management

• Buy Cyber Coverage!

• Incident Response 

Planning

• Employee Training

• Risk Analysis

• Encryption

• MFA
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Insurance Coverage Gaps



|  12
© 2017 USI Affinity. All rights reserved.

Source: NetDiligence 2017 Cyber Claims Study

Claim Statistics
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Source: NetDiligence 2017 Cyber Claims Study

Claim Statistics
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What Does Cyber Insurance Cover?

Cyber Liability



|  15
© 2017 USI Affinity. All rights reserved.

Demand and Drivers for Cyber Insurance

• Demand for Cyber Insurance

• Most insurance carriers have reported experiencing an increase in demand 

• Need for additional capacity 

• Policy terms and conditions are broadening 

• Additional sublimited coverage being offered

• Co-insurance and Higher Deductibles

• Drivers for Cyber Insurance

• Privacy Notification Laws 

• News of cyber-related events 

• Board/Sr. Management 

• Increased education 

• Experiencing a cyber-related loss 

• Contractual obligations 
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Questions

For any information on Professional Liability or Cyber 

Liability Insurance please feel free to contact:

Mark Lefever, CIC

mark.lefever@usi.com

717-572-2858

Vice President, Sales and Client Management

USI Affinity
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