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Is Encryption Ethically Required?

S

No Maybe Probably Definitely
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Is Encryption Ethically Required?

D

Never Sometimes Always




Is Encryption Ethically Required?
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“The potential for unauthorized receipt
of electronic data has caused some
experts to revisit the topic and issue
[ethics] opinions suggesting that in
some circumstances, encryption or
other safeguards for certain email
communications may be required.”
ABA, Eye on Ethics (July 2015)

YOURABA

e-news for members




Lost and Stolen Devices:

“Considering the high frequency of lost
assets, encryption is as close to a
no-brainer solution as it gets for this
incident pattern. Sure, the asset is still
missing, but at least it will save a lot of
worry, embarrassment, and potential
lawsuits by simply being able to say the
information within it was protected.”

“Competent and Reasonable Efforts”




Attorneys Avoid Encryption
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Attorneys Avoid Encryption

* Encryption is too difficult.
* Encryption is too expensive.
e “I don’t need encryption!”




Why Attorneys Need Encryption

* Up to 70% of data breaches involve
laptops & portable media. ’

* About 10% of laptops are stolen
during their useful lives.

* 1.4 million smartphones were lost during 2013.

* 3.1 million smartphones were stolen during 2013.




Why Attorneys Need Encryption

* 8/11 Baltimore law firm
(external hard drive — backup — left on light rail)

* 8/14 Law firm with GA operations center

(external hard drive — backup - stolen from employee’s
trunk)

* 1/15 San Francisco attorney
(laptop stolen)

* 4/15 San Diego law firm
(laptop stolen on trolley)




Why Attorneys Need Encryption

e 2007: 18 laptops were stolen from the offices of a law firm in
Orlando.
- Protected by encryption
- SANS Institute:
“(laptop stolen, but the data was protected) shouldn’t be
newsworthy...”

mm) Encryption protects data!




Why Attorneys Need Encryption

* Electronic communications can be intercepted.

e Wired and wireless network traffic can be
intercepted.

* Cyberspace is a dangerous place!




Why Attorneys Need Encryption

@ usaTODAY

NEWS SPORTS LIFE MONEY TECH TRAVEL OPINION O 34- CROSSWORDS ELECTIONS 2016 INVESTIGATIONS VIDEOQ STOCKS MORE

| got hacked mid-air while writing an Apple-FBI story

Steven Petrow, Special for USA TODAY

anTna

@ usATODAY

NEWS SPORTS LIFE MONEY TECH TRAVEL OPINION @, a3° CROSSWORDS ELECTIONS 2016 INVESTIGATIONS VIDEOQ STOCKS MORE

Using public Wi-Fi is like posting on a Times Square
billboard

f: Elizabeth Weise, USATODAY



Why Attorneys Need Encryption

PRISM

* Web-based e-mail

* Telephone records

* Text messages

* Social media sites

* ISP communications
* VoIP

* File transfer

* Video conferencing

The only part of government
that actually listens.



Why Attorneys Need Encryption

TECHNOLOGY

JENTS

Security Experts Oppose Government Access to Encrypted Communication

By NICOLE PERLROTH JULY 7, 2015

SAN FRANCISCO — An elite group of security

B technologists has concluded that the American
and British governments cannot demand special

B snere access to encrypted communications without
putting the world’s most confidential data and

Y Tweet critical infrastructure in danger.

@ save A new paper from the group, made up of 14 of
the world’s pre-eminent cryptographers and

A More computer scientists, is a formidable salvo in a

skirmish between intelligence and law
enforcement leaders, and technologists and
privacy advocates. After Edward J. Snowden’s

revelations — with security breaches and
awareness of nation-state surveillance at a

record high and data moving online at
breakneck speeds — encryption has emerged as

g X E s Peter G. Neumann, a computer security pioneer, says “there are more vulnerabilities than
a major issue in the debate over privacy rights. ever” that could be exploited through access to encrypted communications.

That has put Silicon Valley at the center of a tug

The 2015-16 Encryption Wars  EheNew llork Times
July 7, 2015



FBI vs. Apple

DANCE LIKE NO ONE'S WATCHING.
ENCRYPT LIKE EVERYONE IS!

*iPhone 5c
*i0S 9
° PIN

* Backdoor




Encryption

=An electronic process to protect data
=Transforms readable data into unreadable data

Requires a key to make data readable again

= @ u
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Plaintext —»{  Encryption

—» Ciphertext —» Decryption | »«’ Plaintext




Encryption

Encryption Made Simple for Lawyers
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Readable
Plaintext

Unreadable
Ciphertext

Readable
Plaintext
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Encryption Key

Example
AES-256 Key

+30NbBBMy7+1BumpfmN8QPHrwQr36/vBvaFLgQM561Q=




Encryption Key

Version: BCPG C# v1.6.1.0

|QOsBFIONHgBCACWAhCYBG5X521kbIKpeN21wEa3kR+eLvgRkdjD1oL104kmy3hh
Zz11/DH7RcZX+efCP3RfEVi7Mu3a9KIEqODOKxLQbhaWvVDz)8yUCR8kRepFDKtj
pj1G/049DJGMAAYHGhmTPSnwRNnPBtv5Ci2k9cWgZSnH/4NnkAGYudsftReoxOsUt
pfYTyMeoGBg2DkNG4yZ6uG86v5k641IgH9gABajjFfXoe2aMwbYPMWQDahJICZfH
U2q05GJt/2zThnky/D//savhrshpNxrlddEa1QwgGSR/EDPkflv1b4yWHO5DbRST

dR9B136kh+2YMDtqgal75hhU/H9Q6WmhBAIIXABEBAAH/AwMCoZz7ekYu0YZgXUo
d

EoYIOw)mIlu/ZLx2GSFtZO2RNyvblG+03ZeKukG1xbSvzBS0Z50jQ0YnD+X5arvNM
DmpyilKpb5DueaN1osxPOkunqQ6c)IOWdROvUQkgLCD7Y7jfud/coeK+HZuolHSq
txEQalCTDCcENFYjDJNYNGWKj6WFT3LGjDhCreck6MZcGGJHjmCN8VF+yEmsUIkM+
9D/US/rl/IWnINIfgmhiN1NxpAhg9Xo43Mpwex3hZLXLrbhdTkKRMVgHLEH5h3xx0
JUYNGCn3T9CTa4/vNdmZmMIAAHQK6FOZhqFLS8x3sR2hxwkaNGmGHRr/ihklv15U
RrggHzH89zxc3RDC8al/wcieM1vXx9hK195r9NPJ/hET1EIgs3wLu8rmZDPazIVT
j8bQdhH3X964Q70ciiREVXbY29uwSXKHU6Q8agmCDdeGoZ/bhtLaYSs6Q53dgW97
U2IN6QIXHDTa+eZU5t1RVR5ugHphb6yhTk6rCQF+FTsiaezwHkXqS5SfyNJ2JgOCi
6l4HpA2gLOy3raV4MoSpsEwlpgquTccu/B8Aiucy6UL7IELOAMT2s7c2R7gVoBvew

5e2gDidOCWNgN03Zvg4USKq31YskMUWUtaaexDWNALB2100KixmbmGN4Vzelmq
MK

w6edrwWbfuo+Xt540wlGOOuUCjZoEM+gxKofnDZicDQILns/eswvLZS2L/ei3kF4du
BOwexeG7R5eNIOIDfReyz5qWX0LgS47In60LBXIUfuuNsIOm64DM3Z9LBXev2TuG
YHGG26j1FRwgOdSDynjITA2xZrlJQ7rBjJhiMedH1bLIUau75EU/qQVAV 1jZ+qD/
CbD/vxVW237NaAPPIctGXrvWMyZh/PSjb/wC56veYrQAIQEcBBABAgAGBQJSDpx4
AAO0JEKJQRESOpPr2dRb8H/A67kPkY8fwCY8IxF6tV46rmXIlyPOsVzVHb+TG9p+0ep
1js13t1IMGJuMS7CXaDdtPdahD9IKwKRO3z2Jxsg2 ADYditkR7QUknGUnrJsQOkKx
8gXinRihRNjM2JzsqWkBEOaullnO5+Y01g7KTo93N1F+pNrPNzRko8gAPWIloz)Md
SWLTONvtdJLRUmJjTjQ9ydyLa41uOq8EZvYELWyqOUSO5AzIOuSXAduduRv9ghim
CmN8RLgShJzCGhu2E08hgU2kZZtY1g3VyGnttkkn4Vtré6wREh5SyvMIzirWAMb1G
LvaFZWAYAPLICtCZQU3pL8mjFTFAxsKS1CcRLUrOkLM=

=9Ry2



A Simplified Overview
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Protect

Data at Rest

 Servers, Desktops, Laptops, Tablets,
Portable Media, Smartphones, etc.

Data in Motion

 Wired Networks, Wireless Networks,
Internet, Cell Networks, etc.




Too Difficult?

10N

Is Encrypt
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Is Encryption Too Difficult?

Attorneys will often need assistance in setting up encryption.

There are now many easy to use options for encryption (particularly
after setup).
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Attorneys’ Duty to Safeguard

Ethics Rules
Common Law
Contracts

MODEL RULES

Statutes and Regulations PROEESSIONAL
CONDUCT




ABA Ethics 20/20 Amendments

Model Rule 1.1 Competence

Comment
8] To maintain the requisite knowledge and skill, a lawyer should
keep abreast of changes in the law and its practice, including the
penefits and risks associated with relevant technology...”




ABA Ethics 20/20 Amendments

Model Rule 1.6 Confidentiality
(c) A lawyer shall make reasonable efforts to prevent the inadvertent
or unauthorized disclosure of, or unauthorized access to, information
relating to the representation of a client.

({3 1.




Ethics Opinions - Encryption

New Jersey Opinion 701 (2006)
California Formal Opinion No. 2010-179
Pennsylvania Formal Opinion 2011-200
Texas Opinion No. 648 (2015)




Unencrypted Email = “A Postcard”

"The common metaphor for Internet

e-mail is postcards: Anyone — letter carriers,
mail sorters, nosy delivery truck drivers -
who can touch the postcard can read what's
on the back."

Bruce Schneier 1995

“Reasonable Expectation
of Privacy?”




Unencrypted Email = “A Postcard”

Email — A Postcard Written in Pencil
Larry Rogers 2001

SEIl - Carnegie Mellon University

“Reasonable Expectation
of Privacy?”




Unencrypted Email = “A Postcard”

“Emails that are encrypted as they’re routed
from sender to receiver are like sealed
envelopes, and less vulnerable to snooping—
whether by bad actors or through government
surveillance—than postcards.”

Google Official Blog June 2014

“Reasonable Expectation
of Privacy?”




Unencrypted Email = “A Postcard”

"Security experts say email is a lot more like a
postcard than a letter inside an envelope, and
almost anyone can read it while the note is in
transit.”

New York Times July 2014

“Reasonable Expectation
of Privacy?”

34



Bottom Line

Encryption is increasingly required in areas like banking
and health care and by new state data protection laws.

As these requirements continue to increase, it will
become more and more difficult for attorneys to justify
avoidance of encryption.

It has now reached the point where all attorneys should
generally understand encryption, have it available for use
when appropriate, and make informed decisions about
when encryption should be used and when it is
acceptable to avoid it.



Protect Decryption Key!

Generally requires password/passphrase to access key.

Use a strong password/phrase
- 14 characters or more.

(=]l[x]

@monxsv Unlock Your IronKey

Use a password manager
for multiple encryption
Instances.




Passphrases

lluvmy2005BMW!

lluvmXy2005B3MW!

Stronger: Break dictionary words with random
letters, numbers, or symbols.




Safeguards

Backup Data
Backup Recovery Key

Enterprise Management
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Laptops and Desktops

Full Disk Encryption
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Hardware Full Disk Encryption

* Automatically encrypts entire disk
* Decrypted access when an authorized user logs in

* Examples:
* Seagate Momentus (SED)

* Samsung SSD
* Hitachi Self-Encrypting Drive

Seagate



Operating System Encryption

Microsoft Windows
- Bitlocker
(business versions: Vista, 7, 8, 10)

* [Encrypted-File System{EFS)] =& Windows 10
* Device Encryption
(8.1, 10 with specific tech specs)

Apple OS X
e FileVault

 FileVault 2 /ﬁ\

Encrypted

e —



Encryption Software

Full Disk & Limited

Examples:
* Check Point

* Dell Data Protection

* McAfee Endpoint

* Sophos

e Symantec (PGP and Endpoint)
* WinMagic

+ Truelrypt{open-source}

PACKAGE

Software



Encrypted Portable Media

Protect access to your private files
with the NEW SanDisk® SecureAccess™
Software.

nEm (o, MY
DownloadHere).
CMS Secure Vault SanDisk Ironkey

(Imation)

t??r/

BitLocker Drive Encryption _ '
e —

Imation Bitlocker to Go Seagate Go-Flex



http://www.sandisk.com/misc/secure-access

Smartphones and Tablets

iPhones and iPads
Android
BlackBerry

Follow manufacturer’s instructions.
Use strong PIN or passcode.

Enable encryption.
Enable wipe after X failed log-on attempts.

Al S

Set auto timeout.



A Proceed With Caution! A
@ imunes %7 Dropbox

)

iCloud
SugarSynE*

E-mall



https://www.sugarsync.com/

More Secure (Examples)

h - Dell
oxcryptor 0=l Data Protection m

Cloud Edition :
Business

—_— OhY
\ Enterprise
\ i ' Sookasa

oltage o feeellon 4

ZiXCO rp leom The Leader in Enterprise Document Delivery



http://www.boxcryptor.com/
http://www.accellion.com/

Cloud Encryption
Who has the key?

Internet S i

End User ‘f ﬁCIoud Service Provider
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Wireless Networks
| i i — weak!

- cracked

* Wi-Fi Protected Access, second generation (WPA2)

* Sniffer program:

° War drlv'ng (fo .\\ oooooooooo O

[ ) Pineapple @ H @ o ss;d@fﬁﬁ
* Evil twin }: A -~ o@o

Source: Wikipedia.org



Wireless Networks

Currently connected to: € B
% Oak Crest Cloud 2

2§ Internet access
Wireless Network Connection ~
Home - Wireless Connected dﬁ!

Oak Crest Cloud ‘ﬁ!!
DIRECT-roku-4 s

3CA Name: Oak Crest Cloud
Signal Strength: Excellent

M — m

KKN-Wifi Security Type: WPA2-PSK
o Radio Type: 802.11g

SU7X5 SSID: Oak Crest Cloud
CFDBQ L\ 1“
NETGEARS0 |
nevo vl -

Open Network and Sharing Center




“Let’s Be Careful Out There!”

Risky if open (no need for username and password)
Be sure you have a secure connection (https: or VPN)
Be sure you have a properly configured firewall
Warnings from security professionals / US-CERT

Sgt. Phillip Freemason Esterhouse
Hill Street Blues




Virtual Private Network

‘ ‘ q\/PN woncentrator

Remote
User




VPN Data Leaks

* |Pv4 & IPv6

* |IPv6 traffic leaks

* DNS hijacking

* |IPv6 routing tables

* Tunnel DNS requests

Provider Countries  Servers Technology DNS IPv6-leak DNS hijacking
Hide My Ass 62 641 OpenVPN, PPTP OpenDNS Y Y
IPVanish 51 135 OpenVPN Private Y Y
Astrill 49 163 OpenVPN, L2TP, PPTP Private Y |
ExpressVPN 45 7 OpenVPN, L2TP, PPTP  Google DNS, Choopa Geo DNS Y Y
StrongVPN 19 354 OpenVPN, PPTP Private Y Y
PureVPN 18 131 OpenVPN, L2TP, PPTP  OpenDNS, Google DNS, Others Y Y
TorGuard 17 19 OpenVPN Google DNS ' Y
AirVPN 15 58 OpenVPN Private Y Y
PrivateinternetAccess 10 18 OpenVPN, L2TP, PPTP Choopa Geo DNS N Y
VyprVPN 8 42 OpenVPN, L2TP, PPTP Private (VyprDNS) d Y
Tunnelbear 8 8 OpenVPN Google DNS Y Y
proXPN 4 20 OpenVPN, PPTP Google DNS Y Y
Mulivad 4 16 OpenVPN Private Y
Hotspot Shield Elite 3 10 OpenVPN Google DNS Y Y

Table 1. VPN services subject of our study



Secure Connection (https:)

‘ ‘ qWeb Server

Internal
Network

(SSL / TLS)

BITRE——N g "} T || em—

= BRTTH)

Im https:/mail.google.com/mail

https:



Email Encryption

Sender

P [ e G|t e | S, SR A o

Readable
Plaintext

Recipient’s Public Key

ﬂ Encryption

4

"~ Different Keys il

Jl—»

Unreadable
Ciphertext

Recipient

] S TSN FE T TUE

Readable
Plaintext

Recipient’s -Private Key



Sample Encrypled Message.EML
Recelved: from mall.thorpreed.com ([12.147.186.18]) by thorpreed.com with Microsoft
SMTPSVC(5.0.2196.6713); Sat, 8 May 2004 17:03:20 -0400
MIME-Version: 1.0

ContentTupe: iglunm-ﬁcs?mma'
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Digitally Signed Email
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1. Sender Signs With Recipient Verifies
Private Key Authenticity + Inteqgrity
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1. Recipient Verifies
Authenticity + Integrity
with Sender’s Public Key
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Outlook

Ad

Themes

B colors ~
@ Fonts ~

[@] Effects - Color

Page

Themes

To...

0

¥ -
OPTIONS
SO SEme
a1 a0
SEme ST

Bcc From

Show Fields

FORMAT TEXT REVIEW Metadact-e
R, C @
Request a Delivery Receipt Ly (4

) q 1y Receip — ez
Permission  Use Voting Request a Read Receipt Save Sent Delay  Direct

v Buttons ~ Item To ~ Delivery Replies To
Permission Tracking f More Options o

Properties
Settings Security

3 Importance  Normal » Change security settings for this message.

Sensil Security Settings...

[} Do not AutoArchis em
Voting and Tracking options

[ Juse voting buttons

[ ]Request a delivery receipt for this message

[ ]Request a read receipt for this message

Delivery options
b [ Have replies sent to
12:00 AM

["]Do not deliver before | None

[ expires after 12:00 AM

.None
@ Save copy of sent message

Contacts...

Select Names...

Categories ¥ None

Close |




Outlook

(opperetes L B )

'N] Encrypt message contents and attachments

V| add digital signature to this message
[ ] send this message as dear text signed

[ | Reguest 5/MIME receipt for this message

Security Settings

Security setting:

| <Automatic:» v | | change settings... |
Security Label

Palicy Madule: |<:Nnne:=— v| | Configure... |
Classification: | - |

Privacy Mark:




Gateway to Gateway (TLS)

Email Server
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Encrypted




Secure Portal (Pull)

Secure Portal

Notice *
of
Message




Secure Attachment (Push)

Internet

2 =5
Attachment

Encrypted Clear
Attachment Email



Secure Email (Examples)

AppRiver

DataMotion

HP SecureMail (Voltage)
Mimecast

Office 365

Zixcorp




Encryption of Attachments

Microsoft Office e ““”‘“w oooooo
Adobe Acrobat
WinZip

Limited Protection!



Word Menu

@ = - Document1 - Word ? & — O X

FILE HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW John W. Simek ~



Word

Account

Options

Document1 - Word

Protect Document

} Control what types of changes people can make to this document.
Protect

Document ~

Mark as Final

2 Let readers know the document is final

. re that it contains:

Encrypt with Password thor's name

Password-protect this document

[‘l‘ Restrict Editing
Control the types of changes others

can make 1s of this file.

D Restrict Access
@ Grant people access while removing ’
their ability to edit, copy, or print.

D Add a Digital Signature
"

R Ensure the integrity of the document
by adding an invisible digital signature

Properties ~
Size

Pages

Words

Total Editing Time
Title

Tags

Comments

Related Dates
Last Modified

Created

Last Printed
Related People

Author

Last Modified By
Show All Properties

? — O

John W. Simek ~ [*

Not saved yet
1

0

1 Minute
Add a title
Add a tag

Add comments

Today, 3:52 PM

John W. Simek

Add an author

Not saved yet

X




Word

[Encryption Made Simple for Lawyers

Encrypt Document &lﬁ

Encrypt the contents of this file

Password:

Caution: If you lose or forget the password, it cannot be
recovered. It is advisable to keep a list of passwords and
their corresponding document names in a safe place.

(Remember that passwords are case-sensitive.)
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Adobe Acrobat

File Edit View Window Help

B EQ OO [/

Home Tools Document

Decrypting Encryption
Gaining Competence on Encryption for Your Practice’

Dave Ries
Clark Hill PLC

John Simek
Sensei Enterprises, Inc.

February 2015

Contents
B R 1 B I L Lo o i ot e oo et et ettt et et e s et e st st ens e e et e 2
Laptops and P ortahle Media ...
Smartphones and Tahlets |

Encryption: A Security Mo-Brainer ...
Wireless MebmOrks o

» Encayption is a topic that most attorneys don’t want to touch with aten-focot pole, but itis becoming a
more and more important part of security. Enayption is an eledtronic process to protect data. It has
now reached the point where all attorneys should generally understand enayption, have it available for
use when appropriate, and make irfarmed dedsions about when enayption should be used and when it
is acceptable to awoid it. Fortunately, easy-to-use options are available today for enayption. Most
sttorneys will need technical assistance to install and set up enayption, but it's generally easy from
there.

Encryption Overview

m

Search Tools...

ﬁ Create PDF
Edit PDF

D, Export PDF
Comment
Organize Pages

i3 Enhance Scans

O Protect
A Fill & Sign
=

Prepare Form




Adobe Acrobat

File Edit View Window Help

Home Tools Document B E Q Q@ |2/

@B Protect~ [ Restriguiitino @ Encrypt v BE) More Options
ﬂg 1 Encrypt with Certificate... i
% 2 Encrypt with Password... |
|
E‘ﬂ' Manage Security Policies...
Decryp
Gaining Competence 1
| Dave Ries
| Clark Hill PLC
Iohn Simek
| Sensei Enterprises, Inc,
February 2015
|
| Contents
) [Tt Lo T ot PP 2
Laptops and Parable Media =]
| SMartpROnEs AN TARIELS e 10
Encryption: & Security MO-Brainer ... e 11
| TP EEE P BT OI K Lo e et et e 12
|




Adobe Acrobat

-

Password Security - Settings

Dogument Or 4
Require “Sword To open
 ——

ﬁ' Mo password will be required to open this document.
Permissions
[ Restrict editing and printing of the document. A password will be required in order to change these permission settings.
High Resolution
Any except extracting pages
Enable copying of text, images, and other content

Enable text access for screen reader devices for the visually impaired

Options
‘qupatibility: Acrobat 7.0 and later v] Encryption Level: 128-bit AES
@ Encrypt all document contents

() Encrypt all document contents except metadata (Acrobat 6 and later compatible)
() Encrypt only file attachments (Acrobat 7 and later compatible)

ﬁ' All contents of the document will be encrypted and search engines will not be able to access the document's metadata.

7 0K l l Cancel




WinZip

Create/Share Copy to Backup Tools Settings View Help Upgrade

Y 458 1L E B x2S B b

Filters Encrypt Remze Convert Watermark From PC To PC ar Email Social Instant Whatto | Zip and Get Mare
Photos to PDF or Cloud Cloud v Media Messaging Share - Share Add-ons

N eW FI | e & wert Files As They Are Added Add to Zip Save Share Express Add-ons

Unzip/share Edit Backup Tools Settings View Help Upgrade

Yy a8 1L B B

Filters Encrypt Remze Convert Watermark | From PC | To PC or
Photos to PDF or Cloud Cloud

EX I Stl n g FI I e vert Files As They Are Added Add to Zip Save



When Encryption is Bad

e SSL/TLS — network attacks
* Cyber criminals

* Encrypted C&C communications
* IDS/IPS “blind”




Encryption is part of the solution.
Use with other comprehensive security measures.

BACKUP!
Key recovery
Enterprise management



Questions




